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NEED FOR REGULATORY REFORM

By- Faiyaz Takrim!

ABSTRACT

The rapid evolution of Artificial Intelligence (AI) has generated transformative impacts across
global industries, but its legal and human rights implications remain underdeveloped. This paper
examines the critical legal challenges and human rights gaps emerging from Al integration into
decision-making systems, law enforcement, surveillance, and automated profiling. It explores the
inadequacy of existing legal frameworks in addressing algorithmic bias, accountability gaps, data
privacy, and the opaque nature of AI’s decision-making processes. Moreover, the study
investigates the infringement of fundamental rights—such as equality, privacy, and due process—
due to the unregulated deployment of Al tools. Drawing comparisons with international legal
standards, the paper identifies structural weaknesses in governance mechanisms and emphasizes
the urgent need for comprehensive, rights-based Al regulation. Recommendations are provided to
integrate transparency, ethical design, and legal accountability into Al development. This research
serves as a foundational step toward creating a more equitable, human-centered approach to

regulating Al technologies.
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I. INTRODUCTION:

Artificial Intelligence (Al) has transformed the way societies operate by enhancing productivity,
decision-making, and innovation. From healthcare and finance to law enforcement and
governance, Al-driven technologies are increasingly embedded in everyday functions. However,
this rapid advancement raises profound concerns regarding legality, ethics, and human rights.
While Al promises efficiency, it also presents risks such as bias, discrimination, surveillance, and
accountability issues. The legal frameworks across the globe are struggling to keep pace with the
speed of Al development, exposing critical gaps and challenges. The rapid development and
deployment of Artificial Intelligence (Al) systems have raised significant legal and human rights
concerns. As Al becomes increasing integrated into various aspects of life, from healthcare and
education to employment and law enforcement, it is essential to address the gaps and challenges

in existing legal frameworks to ensure that human rights are protected.

I1. ARTIFICIAL INTELLIGENCE AND HUMAN RIGHT VIOLATIONS

Human rights are the universal and inalienable rights that every human being possesses,
regardless of race, gender, religion, nationality, or any other status. They encompass civil and
political rights such as the right to life, liberty, privacy, expression, and participation, as well
as economic, social, and cultural rights such as the right to education, health, employment, and
culture. Human rights are inscribed in a number of international instruments, including the
Universal Declaration of Human Rights (UDHR), the International Covenant on Civil and
Political Rights (ICCPR), and the International Covenant on Economic, Social and Cultural

Rights.

THERE ARE SOME CIRCUMSTANCES OF VIOLATIONS

1. Privacy Violations: Mass surveillance systems (e.g., facial recognition) can
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infringe on individual privacy. Predictive policing and data profiling may lead to intrusive

monitoring.

2. Discrimination and Bias: Al algorithms trained on biased data can perpetuate or
amplify existing discrimination (e.g., in hiring, lending, law enforcement). Example:
COMPAS software in the US showed racial bias in predicting criminal recidivism.

3. Lack of Transparency & Accountability: “Black-box” Al systems operate without
clear reasoning, making it hard to understand decisions. Victims have no recourse to
challenge Al-generated decisions.

4. Impact on Employment: Automation displaces jobs, especially among low- income
and vulnerable communities, affecting their right to work and livelihood.

5. Freedom of Expression: Al content moderation on social media can censor speech or
political dissent, impacting democratic rights.

6. Remedies and Recommendations: Al impact assessments to evaluate risks

7. before deployment. Human-in-the-loop mechanisms to ensure oversight. Ethical

Al design focusing on fairness, accountability, and transparency. Legal reforms for stronger data
protection and anti-discrimination laws. Inclusive development so marginalized communities are
not left behind. The increasing use of Artificial Intelligence (AI) in various aspects of life has
raised concerns about its potential impact on human rights. While AT has the potential to improve
lives and enhance efficiency, it also poses risks of violating human rights, particularly in the

following areas:
a. Right to Privacy:

Data collection and surveillance: Al systems often rely on vast amounts of personal data, which
can lead to invasive surveillance and erosion of privacy. Facial recognition: Al-powered facial
recognition technology can be used to track individuals without their consent, raising concerns

about privacy and freedom of movement.

b. Right to Equality and Non-Discrimination.
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Bias in AI systems: Al systems can perpetuate and amplify existing biases, leading to
discriminatory outcomes in areas such as employment, education, and law enforcement. Lack of
diversity in Al development: The lack of diversity in Al development teams can result in Al

systems that reflect the biases and perspectives of the dominant group.

c. Right to Freedom of Expression Content moderation: Al-powered content moderation can
lead to censorship and suppression of legitimate speech, raising concerns about freedom of

expression.

Online harassment and hate speech: Al systems can struggle to distinguish between hate speech

and legitimate speech, potentially leading to the suppression of marginalized voices and thoughts.

d. Right to Work and Social Security
Job displacement: Al-driven automation can lead to job displacement, particularly in sectors where

tasks are repetitive or can be easily automated.

Changes in work nature: Al can change the nature of work, potentially leading to precarious

working conditions and erosion of social security.

ITII. LEGAL AND HUMAN RIGHT ISSUES OF ARTIFICIAL INTELLIGENCE

LEGAL ISSUES:

1. Accountability and Liability: Determining accountability and liability for

Al- related errors or harm is complex, particularly when Al systems operate autonomously.

2. Data Protection and Privacy: Al systems often rely on vast amounts of personal data,

raising concerns about data protection and privacy.

3. Bias and Discrimination: Al systems can perpetuate and amplify existing biases, leading

to discriminatory outcomes.

4, Intellectual Property: Al-generated content and inventions raise questions about

ownership and intellectual property rights.
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HUMAN RIGHTS ISSUES

1. Right to Equality and Non-Discrimination: Al systems can perpetuate and amplify

existing biases, leading to discriminatory outcomes.

2. Right to Privacy: Al systems often rely on vast amounts of personal data, raising concerns

about data protection and privacy.

3. Right to Freedom of Expression: Al-powered content moderation and censorship raise

concerns about the impact on freedom of expression.

4. Right to Work and Social Security: Al-driven automation and job displacement
raise concerns about the impact on employment and social security. Some Prominent Legal Issues

that play a solid Impact in Artificial Intelligence.

5. Intellectual Property Rights: One of the most contentious issues is determining
who owns the copyright to content generated by Al. Does the copyright belong to the Al developer,
the user, or does the Al itself have any rights. Current intellectual property laws are not equipped

to handle such questions, leading to legal uncertainty.

Privacy and Data Protection. Al systems often require vast amounts of data, raising concerns about
user consent, data protection, and privacy. Ensuring compliance with regulations like the GDPR

is crucial for companies deploying Al solutions.

6.Liability and Accountability: When an Al system makes a decision that leads to harm, who is
liable? This question becomes more complex when the AI’s decision-making process is opaque.

The legal system struggles to attribute liability in such scenarios.

Legal requirements increasingly demand that Al systems be transparent and their decisions
explainable, especially in critical sectors like healthcare and criminal justice. This is a significant

challenge given the often ‘black box’ nature of Al algorithms.

Bias and Discrimination: Al systems can perpetuate and even amplify biases present in their
training data. This leads to legal concerns regarding discrimination and fairness, particularly in

areas like employment and lending.
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Artificial intelligence (Al) raises significant legal and human rights issues, encompassing concerns
about algorithmic transparency, bias, privacy, and accountability. These challenges require careful
consideration to ensure Al development and deployment align with human rights standards and

protect individuals from potential harm.

IV. CHALLENGES OF LEGAL AND HUMAN RIGHTS ISSUES OF ARTIFICIAL
INTELLIGENCE

1. Lack of Transparency and Explain ability: Al systems can be opaque, making it difficult

to understand decision-making processes.

2. Complexity and Interconnectedness: Al systems are often complex and interconnected,

making it challenging to identify and address potential issues.

3. Rapid Evolution: Al technology is rapidly evolving, making it essential to stay up-to-date

with the latest developments and challenges.

4. Global Nature: Al systems often operate globally, raising questions about jurisdiction and

applicable laws.

Al poses legal and human rights challenges including algorithmic bias, lack of transparency, cyber
security vulnerabilities, and potential for harm to workers and privacy. Specifically, Al can
perpetuate discrimination through biased algorithms trained on existing data, making it crucial to
ensure fairness and accountability in Al systems. Furthermore, the complexity of Al systems can
make it difficult to understand how decisions are made, raising concerns about explain ability and
accountability. Al systems can inherit biases from the data they are trained on, leading to unfair or
discriminatory outcomes. This can manifest in areas like loan applications, hiring processes, and
even criminal justice, disproportionately affecting certain groups. Al systems can be "black
boxes," making it difficult to understand how they arrive at decisions. This lack of transparency
can undermine trust and accountability, making it hard to identify and address biases or errors. Al
systems can be vulnerable to hacking or manipulation, potentially leading to serious consequences.

This is especially concerning in areas like autonomous vehicles or critical infrastructure. Al driven
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automation can lead to job displacement, particularly in industries reliant on repetitive tasks. It's
important to consider the social and economic impact of Al on workers and to develop strategies
for retraining and reskilling. Privacy and Data Protection: Al systems often rely on large amounts
of personal data, raising privacy concerns about data collection, storage, and use. It’s crucial to
ensure that Al systems are designed to protect privacy and comply with data protection regulations.
The question of whether Al systems should be granted legal personhood or have intellectual
property rights is a complex and debated issue. As Al systems become more sophisticated, these
legal questions will become increasingly important. When Al systems cause harm, it can be
difficult to determine who is liable, especially when the decisions are made by complex algorithms.
This raises questions about legal accountability and who should be held responsible for Al-related
harms. Al can impact various human rights, including freedom of expression, privacy, and the
right to be free from discrimination. It's crucial to ensure that Al systems are designed and
deployed in a way that respects and protects human rights. Developing effective global governance
frameworks for Al is crucial to address the legal and ethical challenges. This requires international

cooperation and collaboration to ensure that Al is developed and used responsibilities.

V. LEGAL AND HUMAN RIGHTS ISSUES OF ARTIFICIAL INTELLIGENCE

1. Regulatory Frameworks: Existing regulatory frameworks may not be sufficient to
address the unique challenges posed by Al.

2. Standards and Guidelines: There is a need for standardized guidelines and best practices
for Al development and deployment.

3. Education and Awareness: There is a need for education and awareness about
Al-related legal and human rights issues.

4. International Cooperation: International cooperation is essential to address the global
nature of Al-related challenges.

5. Intellectual Property Disputes: Al-generated work are creating new frontiers in
intellectual property law. For instance, when an Al creates a painting, the legal system
must determine if this work can be copyrighted and, if so, who holds that copyright — the

programmer, the Al entity, or the user who initiated the creation. Case studies, such as the
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dispute over the authorship of Al-generated artwork, highlight these complexities.
Solutions involve clarifying copyright laws to address Al-generated content, potentially
creating new categories of intellectual property rights.

6. Data Privacy Concerns: Al’s reliance on large datasets for training and operation raises
significant privacy issues. Concerns arise particularly when personal data is used without
explicit consent, potentially breaching privacy laws. High-profile cases, such as data
breaches involving Al systems, underscore the sensitivity of this issue. Addressing these
concerns involves strict adherence to data protection regulations, implementing robust data
anonymization techniques, and ensuring transparency in data usage.

7. Liability in AI Decision-Making: The question of who bears responsibility for the actions
or decisions of an Al system is increasingly pertinent. For instance, if an Al-driven vehicle
is involved in an accident, the liability could fall on the manufacturer, the software
developer, or the user, depending on the circumstances. Legal cases in this area are still
evolving, but they often revolve around product liability and negligence claims. Solutions
may include the development of specific legal frameworks for Al accountability, insurance
models for Al risks, and clear guidelines for Al deployment in sensitive areas.

8. Transparency and Explain ability Requirements: Legal mandates for Al systems to be
transparent and their decision-making processes explainable are gaining traction. This is
particularly crucial in sectors like finance and healthcare, where AI decisions have
significant impacts. Instances where Al systems have failed or caused harm due to opaque
algorithms serve as cautionary tales. Legal compliance in this area might involve
implementing Al systems with ‘explain ability by design’ and adhering to emerging
standards and regulations focused on Al transparency.

9. Combating AI Bias and Discrimination: Al systems, if not carefully designed, can
inherit and amplify biases present in their training data. This leads to legal challenges,
especially in cases of discrimination in hiring, lending, or law enforcement. Several
lawsuits and investigations into Al systems have brought this issue to the forefront,

demonstrating the legal implications of biased Al. Legislative actions, like guidelines for
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ethical Al development and mandatory bias audits for Al systems, are potential solutions
to mitigate this issue.

10. Prospective Of India: Most countries, including India, lack a dedicated legal framework
to regulate Al’s development and deployment. Al systems can operate across borders
complicating legal accountability and enforcement. It is unclear who is liable when Al
systems cause harm the developer, user, manufacturer, or data provider. Liability and
Accountability. It can be challenging to determine liability for Al-related errors or harm,
particularly when AI systems operate autonomously. Ensuring accountability for Al-
related decisions and actions is crucial, especially in areas such as healthcare and
finance.Al systems often rely on vast amounts of personal data, raising concerns about
data protection and privacy. Ensuring that individuals provide informed consent for the
collection and use of their data is essential. Determining ownership of Al-generated
content, such as art and music, can be complex. Ensuring that Al inventions are patentable

and protected by intellectual property laws is crucial.

VI. HUMAN RIGHTS GAPS OF ARTIFICIAL INTELLIGENCE

Al algorithms often reflect and amplify societal biases, violating rights to equality and non-
discrimination (e.g., racial, gender, caste bias). Many Al models operate as “black boxes,” making
it difficult for individuals to understand or challenge decisions affecting them. AT relies heavily
on personal data. Weak data protection mechanisms lead to privacy violations, especially in
surveillance and targeted advertising. Victims of Al-driven discrimination or errors often lack
effective remedies or access to justice due to opacity and technical complexity. Autonomous
decision-making reduces human accountability, especially in policing, warfare, and social welfare.
Al systems often collect and process data without proper consent, infringing upon individual
autonomy. Benefits of Al are unevenly distributed, potentially widening socioeconomic and digital

divides.

a Weak Institutional Capacity: Regulators and courts often lack the technical expertise to

evaluate Al systems.
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b Cross-Sector Inconsistencies: Standards and protections are varied widely across
industries, creating loopholes.
¢ Global Governance: There is no binding international treaty or organization exclusively

regulating AI’s impact on human rights.

VII. ARTIFICIAL INTELLIGENCE ON HUMANITARIAN PERSPECTIVE

The use of Artificial Intelligence (Al) in humanitarian action is a significant advancement,
combining cutting-edge technology with the goal of reducing suffering and saving lives. AI’s use
in humanitarian endeavors aligns with a broader trend of digital transformation in numerous areas.
Al has the ability to significantly improve catastrophe risk mitigation, resource allocation,
emergency education, and food assistance, leading to increased efficiency, productivity, and
impact. While Al advancements provide new potential and benefits, we must not disregard the
recognized risks offered by Al systems when utilized for social control, mass surveillance, and
discrimination. All too often, Al systems are trained on vast volumes of private and public data
that reflect societal inequities, resulting in biased outcomes and worsening disparities. . However,
Al raises ethical issues, privacy infringement, bias, discrimination, and security problems. The
problem of data ownership and privacy is often disregarded, especially in sensitive areas such as
gender-based violence and child protection. The lack of transparency on data utilization and
individuals’ control over connected or linkable information, as well as uncertainty about how this

information interacts with Al systems, pose privacy and ethical problem.

IN THE CASE K.S. PUTTASWAMY (RETD.) V. UNION OF INDIA (2017)

Fact: This case dealt with the issue of the right to privacy under Article 21 of the Indian
Constitution. The judgment emphasized that privacy fundamental right and laid down principles
for data protection, which is crucial for the regulation of Al systems, especially those that rely on

vast amounts of personal data.
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Significance: This ruling is particularly relevant for Al because many Al applications require large
datasets, including personal information. The court’s decision on privacy and data protection will

inform future regulatory frameworks for Al systems in India.

IN THE CASE OF SHREYA SINGHAL V. UNION OF INDIA (2015):

Fact: This case dealt with freedom of speech and Internet regulation. The case challenged the
constitutionality of Section 66A of the Information Technology Act, which criminalized online

content deemed offensive or inappropriate.

Court Ruling: The court struck down this provision, citing the violation of free speech under

Article 19(1)(a) of the Constitution.

Significance: The ruling is important for Al and machine learning models that may generate or
regulate online content. It raises questions about censorship, freedom of speech, and how Al-based

platforms should be regulated to avoid infringing upon constitutional rights.

GOOGLE INDIA PVT. LTD. V. VISAKA

Fact: The case highlighted the issue of online defamation and the responsibility of internet
intermediaries to regulate content.: Judgement: The Supreme Court ruled that intermediaries

would not be liable for user-generated content unless they were actively involved in it.

Significance: This ruling has implications for the regulation of Al platforms that facilitate user-
generated content and highlights the need for clear guidelines around accountability, moderation,

and liability for Al platforms.

VIII. CHALLENGES IN THE CURRENT FRAMEWORK:
India’s current legal framework for Al regulation is a bit fragmented and inadequate to address
the complexities of Al governance. While initiatives like the National Strategy on Artificial

Intelligence and the Digital Personal Data Protection Act, 2023, provide a foundation, there is a
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pressing need for comprehensive legislation. In addition it could be added by addressing
challenges such as algorithmic bias, liability, and privacy concerns, India can establish a robust
regulatory framework. Adopting the recommended measures will not only foster responsible Al
innovation but also ensure that the benefits of this transformative technology are realized without
compromising fundamental rights and societal values. With a proactive and inclusive approach,
India can emerge as a global leader in ethical and responsible Al regulation. This paper intends to
bridge the understanding of how Artificial Intelligence intersects with legal norms, especially in
safeguarding and interpreting fundamental human rights in democratic societies. Some legal issues

are still challenging as like:

a. Lack of Specific Legislation: Current legal frameworks are not designed to address the
complexities of Al. This includes issues such as algorithmic bias, liability for autonomous systems,
and intellectual property rights for Al generated content. The absence of dedicated Al laws results

in regulatory gaps and uncertainties.

b. Fragmented Approach: Al regulation in India is characterized by sectorial silos. Different
industries follow their own guidelines, leading to inconsistencies and a lack of comprehensive

oversight. This fragmented approach hinders the creation of unified standards.

c. Enforcement Gaps: Regulatory bodies often lack the technical expertise and resources
necessary to monitor Al systems effectively. This results in weak enforcement of existing
guidelines, leaving room for misuse. Liability Issues: Determining liability in cases of Al related
harms is complex. Questions arise regarding who should be held responsible—the developer, the

operator, or the user. The lack of a clear liability framework creates legal ambiguities.

There are some major challenges of Artificial Intelligence (Al) in current Framework:

1. AI Ethical Issues

Ethics in Al is one of the most critical issues that needs to be addressed. Ethics in Al involves
discussions about various issues, including privacy violations, perpetuation of bias, and social

impact. The process of developing and deploying an Al raises questions about the ethical
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implications of its decisions and actions. For instance, the surveillance systems that Al powers are

a privacy concern.

Additionally, it is essential to take a more focused approach when implementing Al in sensitive
areas such as health and criminal justice, which demand the increased application of ethical
principles to reach fair outcomes. Al challenges relating to moral issues revolve around balancing

technological development and working in a fair, transparent way that respects human rights.
2. Bias in Al

Bias in artificial intelligence can be defined as machine learning algorithms' potential to duplicate
and magnify pre-existing biases in the training dataset. To put it in simpler words, Al systems learn
from data, and if the data provided is biased, then that would be inherited by the Al. The bias in
Al could lead to unfair treatment and discrimination, which could be a concern in critical areas
like law enforcement, hiring procedures, loan approvals, etc. It is important to learn about how to

use Al in hiring and other such procedures to mitigate biases.

Al bias mitigation needs a deliberate approach to data selection, preprocessing techniques, and
algorithm design to minimize bias and ensure fairness. Addressing bias Al challenges involves

careful data selection and designing algorithms to ensure fairness and equity.
3. Al Integration

Al integration means integrating Al into existing processes and systems, which could be
significantly challenging. This implies identifying relevant Al application scenarios, fine tuning
Al models to particular scenarios, and ensuring that Al is seamlessly blended with the existing
system. The integration process demands Al experts and domain specialists to work together to
comprehensively understand Al technologies and systems, fine-tune their solutions, and satisfy
organizational requirements. Challenges include data interoperability or personnel training.

Employee upskilling plays a major role in Al integration.

The management change associated with these challenges require strategic planning, stakeholder

participation, and iterative implementations to optimize Al and minimize disruptions. This strategy
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will increase operational effectiveness in a changing company environment and stimulate

innovation and competitive advantage.
4, Computing Power:

Substantial computing power is required in Al and intense learning. The need for high
performance computing devices, such as GPUs, TPUs, and others, increases with growing Al
algorithm complexity. Higher costs and energy consumption are often required to develop high-
performance hardware and train sophisticated AI models. Such demands could be a significant
challenge for smaller organizations. In the early development, hardware architectural innovations

like neuromorphic and quantum computing could also offer potential solutions.

Moreover, distributed computation, as well as cloud services, can be used to overcome
computational limitations. Managing computational requirements with a balance of efficiency and

sustainability is vital for coping with Al challenges while dealing with resource limitations.
5. Data Privacy and Security:

Al systems rely on vast amounts of data, which could be crucial for maintaining data privacy and
security in the long run, as it could expose sensitive data. One must ensure data security,
availability, and integrity to avoid leaks, breaches, and misuse. Also, to ensure data privacy and
security are maintained, it is essential to implement robust encryption methods, anonymize data,
and adhere to stringent data protection regulations. This would also ensure that there is no loss of

trust and breach of data. After all, data ethics is the need of the hour.

Furthermore, using privacy-preserving approaches such as differential privacy and federated
learning is essential to minimize privacy risks and maintain data utility. Trust building among users
through transparent data processes and ethical data handling protocols is crucial for user

confidence in Al systems and responsible data management.

6.Limited Knowledge of AI:
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Limited knowledge among the general population is one of the critical issues impacting informed
decision-making, adoption, and regulation. Misconceptions and misinterpretations of Al's abilities
and constraints among users could result in irresponsible use and promotion of Al. Effective
measures should be developed and implemented to educate people and make them more aware of

Al processes and their uses.

Furthermore, enabling accessible resources and training opportunities would allow users to use Al
technology more effectively. Bridging the knowledge gap through interdisciplinary collaboration,
community involvement, and outreach is how society will gain the proper understanding about Al

that can be productive while ensuring there are no ethical, societal or legal issues.

IX. CONCLUSION

The rapid proliferation of Artificial Intelligence (AI) technologies has brought forth unprecedented
opportunities across sectors, but it has also exposed significant gaps in the existing legal and human
rights frameworks. While Al promises efficiency, innovation, and improved access to services, it
simultaneously challenges the core principles of accountability, transparency, equality, and
privacy enshrined in human rights law. From algorithmic bias and opaque decision-making to mass
surveillance and data misuse, the threats posed by unchecked AI deployment are neither
speculative nor distant—they are already impacting marginalized communities, democratic
institutions, and individual freedoms. Legal systems worldwide are struggling to keep pace with
these technological advances. Current regulations are often outdated, fragmented, or
jurisdictionally constrained, leaving victims of Al-related harm with limited recourse.
Furthermore, the attribution of liability in Al-driven harm remains legally ambiguous, particularly

in scenarios involving autonomous decision-making.

To ensure Al serves as a tool for empowerment rather than oppression, a robust, forward looking
legal architecture is essential. This must include comprehensive data protection laws, algorithmic
transparency mandates, enforceable accountability mechanisms, and clear international norms

aligned with the Universal Declaration of Human Rights. Equally vital is the inclusion of
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multidisciplinary perspectives—Ilegal, technical, ethical, and societal—in the policymaking

process.
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