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ABSTRACT

In the digital age, the Indian social media landscape has transformed into a battleground for truth,
with disinformation and misinformation posing significant threats to democracy and human rights.
Recent incidents have underscored the pernicious effects of this phenomenon, particularly
impacting marginalized groups and civil society. For instance, during the Kerala floods in 2018,
false information circulated, causing panic and hindering relief efforts. Additionally, a vast
disinformation campaign, involving the resurrection of defunct organizations and fake media
outlets, aimed to influence international perceptions, showcasing the sophistication of such
operations. Gendered disinformation surfaced during the Rhea Chakraborty case, perpetuating
misogynistic narratives and reflecting prevalent gender biases in media. Furthermore, minorities
in India have been repeatedly targeted by misinformation campaigns, exacerbating discrimination
and communal tensions. In March 2024, UN human rights experts expressed grave concerns over
attacks on minorities, media, and civil society in India, highlighting the urgent need for corrective
action amidst impending elections. Reports of violence, hate crimes, and the misuse of official
agencies against political opponents painted a troubling picture of the state of human rights in the
nation. This paper delves into the intricate relationship between social media and constitutional
guarantees under the Constitution of India, particularly focusing on implications for human rights.

It examines how the unchecked spread of disinformation and misinformation undermines
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fundamental rights, including freedom of speech and expression, equality before the law, and the
protection of life and personal liberty, as enshrined in Articles 19(1)(a), 14, and 21 respectively.
The research identifies a critical gap in the legal framework's ability to combat digital deception
and its repercussions on human rights. It evaluates the effectiveness of current Indian laws, such
as the Digital Personal Data Protection Act, 2023, and recent digital legislation, in addressing
challenges posed by the digital age. While legal provisions exist to penalize false information, they
often fall short in confronting sophisticated digital disinformation campaigns that manipulate
public opinion and incite communal tensions. The paper proposes legal reforms to strengthen the
protection of human rights in the context of social media, emphasizing the need for a robust legal
framework capable of withstanding the challenges of the digital era. Through a comprehensive
exploration of legal and constitutional dimensions, it contributes to the discourse on safeguarding
truth and human rights in India's evolving social media landscape. Recent incidents underscore the
imperative for concerted efforts from all stakeholders to address root causes and implement

effective countermeasures, ensuring the integrity of democratic processes and societal harmony.
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INTRODUCTION:

On 28" October 2022 Prime Minister Narendra Modi has stated that, “One should think 10 times
before forwarding any information and verify it before believing it. Every platform has tools to
verify any information. If you will browse through different sources, you will get a new version

of it.” 3 According to him a single fake news has the capability to snowball into a matter of national

3 “Think 10 Times Before Forwarding Anything”: PM Narendra Modi On Fake News, https://www.ndtv.com/india-
news/fake-news-capable-of-pm-narendra-modi-cautions-state-home-ministers-3469191 (last visited Aug 9, 2024).
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concern and emphasized the need to come up with technological advancement to check them. He
also stressed on the matter stating that a single fake news has the capability to snowball into a
matter of national concern and emphasized the need to come up with technological advancement
to check them. On the very same day there has been another tweet from the official account of the
Prime Minister's Office stating that, “Fact check of fake news is a must. Technology plays a big
role in this. People must be made aware of mechanisms to verify messages before forwarding

them.” *

Therefore, the above statements coming from the Prime Minister of India himself and the official
Twitter handle of his office, reflects the concern of the current government over the unchecked
and unrestrained menace of misinformation, disinformation and fake news that is spreading in the
Indian Social Media sphere. On 17" November 2023 Prime Minister Narendra Modi flagged the
misuse of artificial intelligence for creating 'deepfakes', and said the media must educate people
about this crisis in making. This statement comes days after a ‘deepfake’ video of actress
Rashmika Mandanna, that was suspected to be made with the help of artificial intelligence, went
viral on social media. The original video was stated to be of a British-Indian influencer, whose

face had been edited with Mandanna's face.

For the year 2024, as many as seven orders have been passed by the News Broadcasting and Digital
Standards Authority (NBDSA) which instructed television news channels to remove videos from
their websites and channels. The shows had been telecast by television channels such as News18
India, Times Now Navbharat and Aaj Tak within the last two years. Complaints had been filed
against these shows for targeting minority religious communities and other marginalized

communities, spreading hatred, and encouraging false narratives in society. NBDSA found these

4 PMO India on X,

https://x.com/PMOIndia/status/15858717844730265667ref src=twsrc%SEtfw%7Ctwcamp%SEtweetembed%7Ctwt
erm%S5E1585871784473026566%7Ctwgr%5E1¢722d40dc568b79272a534725¢7e3¢cb066479b2%7Ctwcon%5Es]1
&ref url=https%3 A%2F%2Fwww.ndtv.com%2Findia-news%2Ffake-news-capable-of-pm-narendra-modi-cautions-
state-home-ministers-3469191 (last visited Aug 9, 2024).
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impugned shows to be spreading hatred and communal disharmony by "violating the code of ethics
and broadcasting standards and the specific guidelines covering reportage on racial and religious
harmony". The common penalty imposed was the taking down of the videos, in some cases fines

have also been imposed on the broadcasters. °

The paper will critically assess the impact of dissemination of disinformation and misinformation
through social media platforms on the ability to exercise constitutional rights in India, which is
weakest for minorities and women. It will look at the existing legal and regulatory frameworks for
governing digital content to identify the main gaps and limitations that allow this situation of
disinformation to flourish. Although there are legal provisions, such as the Digital Personal Data
Protection Act of 2023, most of the existing measures turn out to be fairly insufficient for dealing
with the sophistication of digital disinformation campaigns at work to mislead public opinion and
trigger communal tensions. The paper will therefore conclude that these protection gaps create
pressing needs for legal reforms in further reinforcement of protection of human rights within the
digital era, so that constitutional rights may not be compromised by the pervasive effect of fake

news.

The research also probes into the different roles and responsibilities of various stakeholders, such
as the government, civil society, social media companies, and media organizations, in fighting
disinformation. Recent interventions by NBDSA against hate-spreading and communal
disharmony propagate the importance of regulatory bodies in ethical reporting standards in the
media. However, these alone cannot be adequate measures. An integrated approach will therefore
have to be one in which collaboration between all stakeholders is involved in unearthing and
tackling the roots of the disinformation problem, as well as in offering effective countermeasures.
This importance is further underlined by statements right from the topmost echelons of

government, reflecting the growing concern over the unrestrained spread of misinformation and

> NBDSA orders mainstream news channels to remove shows, fines imposed | CJP, https://cjp.org.in/nbdsa-orders-
mainstream-news-channels-to-remove-shows-fines-imposed/ (last visited Sep 3, 2024).
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disinformation. Although the approach of the researcher is doctrinal, this paper attempts to make
a detailed analysis of the existing dynamics between social media, disinformation, and
constitutional rights in India. It attempts to contribute to the greater debate on protecting human
rights in the digital era by trying to identify the existing legal inadequacies and suggesting specific
reforms. The findings will be of importance to policy actors, legal scholars, and civil society actors
who form part of the ongoing efforts in the protection of democratic values and human rights in

an increasingly digital world.

DIGITAL LITERACY IN INDIA:

In order to understand the impact of fake news through social media, it is important to note the
state of digital literacy and active social media users in India. The capacity of people and
communities to comprehend and apply digital technologies for worthwhile purposes in everyday
life is known as digital literacy. It is the capacity to use a computer, smartphone, and the internet
for daily tasks and to establish online connections with other people. India has made remarkable
strides in the last several decades in a number of technology-driven fields, like universal payment
interfaces (UPI) and Aadhaar, which call for people to be both digitally well-versed and engaged.
The 2019 pandemic has speed up the digital revolution process in India. The National Sample
Survey Office (NSSO) carried out the Multiple Indicator Survey (MIS) covering the entire country
in its 78" round and published a report on 7" March 2023. According to the report the percentage
of persons of age 18 years and above who used mobile telephone with active sim card during the
three months preceding the date of the survey 1s 67.8% for rural India, 83.7% for urban India and
the overall percentage of India is 72.7%. © Central Board for Workers Education, Ministry of
Labour & Employment, Govt. of India published a report in the month of May 2024. According

to this report, Digitally Literate Household is defined as at least one person in the household who

¢ Multiple Indicator Survey (MIS) - NSS 78th Round Report: PIB,
https://pib.gov.in/PressReleaselframePage.aspx?PRID=1904907 (last visited Aug 15, 2024).
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can operate a computer and use the internet among members 5 years of age and older. In this, only
38 percent of households across the nation have been found to be digitally literate. Comparatively,
digital literacy is higher in urban areas with 61 percent compared to only 25 percent in rural areas.
By the occupation profile in rural India, the households receiving regular wages or salaries from
non-agricultural occupations reported the highest percentage of digitally literate households
around 53 percent. At the other end, casual workers in agriculture have the least extent of
digitization in their life, with a digital literacy of 13 percent. At the household level, Scheduled
Tribes have the lowest digital literacy, at only 21 percent. Digital literacy is the highest among the
regular wage or salaried workers in urban India at 73 percent, and lowest among casual workers

at 30 percent. ’

There were 751.5 million internet users in India at the beginning of 2024, with internet penetration
standing at 52.4 percent. In all, there were 1.12 billion cellular mobile connections active in India
in early 2024, a figure equivalent to 78 percent of the total population. India had 462.0 million
social media users in January 2024, equating to 32.2 percent of the total population. India's overall
tele-density improved from 84.51 percent at the end of March 2023 to 85.69 percent in March
2024, recording a growth rate of 1.39 percent per year. India added 7.3 crore internet and 7.8 crore
broadband subscribers in a year and took the total number of telephone subscribers to 119.9 crore,
the Centre announced it on 20th August 2024. 8 The total number of internet customers climbed
from 88.1 crore at the end of March 2023 to 95.4 crore at the end of March 2024, representing an
annual 8.3 percent gain. Broadband services also continued to grow, with the number of broadband
customers rising from 84.6 crore in March 2023 to 92.4 crore in March 2024, according to the

most recent Telecom Regulatory Authority of India (TRAI) data. The telecom regulatory body is

7 CBWE, Ministry of Labour & Employment, Govt. of India: Digital Literacy,
https://dtnbwed.cbwe.gov.in/images/upload/Digital-Literacy 3ZNK.pdf (last visited Aug 10, 2024).

8 India Adds 7.3 Crore Internet Subscribers, 7.8 Crore Broadband Users In 1 Year, https://www.ndtv.com/india-
news/india-adds-7-3-crore-internet-subscribers-7-8-crore-broadband-users-in-1-year-6377132 (last visited Aug 26,
2024).
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of the opinion that this robust growth rate 0f9.15 % with a massive addition of 7.8 crore Broadband

subscribers underscores the importance of high-speed connectivity in India.

SOCIAL MEDIA USAGE IN INDIA:

Orkut was one of the first big social networking sites in India, owned by Google and named after
the employee who created it. In the year 2008, it was one of the most visited websites in India till
its closure was announced in 2014. Not that this stopped Indians from continuing to keep
socializing virtually but the social media users simply switched over to Facebook. India has the
highest number of Facebook users in the world in 2022. Not surprisingly, Indians embraced the
other platforms of Meta too. With cheaper data packs and more access to the internet, the digital
lifestyle transformed the count of Indians. Simultaneously, the smartphone was now becoming the
Indian customer's primary screen. Indians, being a gregarious country, used to love social
networking apps. The average Indian spent nearly two and half hours daily on social media. In
addition to social media, YouTube and other video-sharing platforms were highly popular in India.
The Indian Premier League (IPL), which began streaming in 2010, saw over two billion views a
day on YouTube. It should come as no surprise that this number doubled with each subsequent
season of the TPL. At the same time, T-Series, an Indian record label, began to gradually but
resolutely make its way onto YouTube by posting vintage Bollywood and indie-pop songs. The
content quickly gained momentum, and T-Series became the most watched and subscribed

YouTube channel globally.

According to data from DataReportal, as of January 2024, there were 462 million active social
media user identities in India. Early in 2024, 366 million Indians were using Facebook, according
to data that was made available through Meta's advertising services. According to Google's
advertising resources, 462 million Indians were using YouTube as of the beginning of 2024. Based
on data released in Meta's advertising tools, 362.9 million Indians were using Instagram as of early
2024. According to data from LinkedIn's advertising resources, the company had 120 million

"members" in India as of the beginning of 2024. Early in 2024, Snapchat had 201 million users in
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India, according to data that was made available through its advertising resources. Data from
Twitter's advertising resources for "X" shows that as of early 2024, there were 26.08 million users

in India.’

This data speaks volumes about the likes, shares and reshares that happens in the Indian social

media sphere.

MISINFORMATION AND DISINFORMATION AKA FAKE NEWS:

Terminology plays a crucial role in attaching liability and to determine its severity as such it is
very important to understand as to what amounts to ‘misinformation’ and ‘disinformation’. The
meaning attached to misinformation and disinformation is crucial as to attach civil and criminal
liabilities. It is also important to describe the genre of deliberate false information or fake news
which directly affects human rights and its violation in the Indian social media sphere. The
intensity of fake news, its rapidness in spreading the fake news through social media platforms
and the aftereffects of the spread of fake news has cost precious human lives apart from disturbing

the law-and-order situation in the entire country.

The term ‘misinformation’ has been described in the literature as “false, mistaken or misleading”
information, often considered as an “honest mistake.” ' The unintentional dissemination of
erroneous information with no malicious intent is known as misinformation. Erroneous facts can
be accidentally provided by people or organizations, leading to misinformation. When a breaking
news item is developing and specifics are still pending confirmation, misinformation frequently
surfaced. Apart from that misinformation is when people share false information as a fact without
thoroughly checking that the information they are sharing is accurate. The term ‘misinformation’

was first used in the late 16" century. In his 1756 work Memoirs of the King of Prussia, Part I, the

° Digital 2024: India — DataReportal — Global Digital Insights, supra note 6.
10 Kai Shu et al., Combating Disinformation in a Social Media Age, 10 WIRES DATA MINING AND KNOWLEDGE
DISCOVERY e1385 (2020), http://arxiv.org/abs/2007.07388 (last visited Aug 9, 2024).
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English critic Samuel Johnson used the concept to write about Frederick II when he went on to
describe that the king was misinformed when the monarch had accused the English of still using

torture at the time.

Disinformation is false information, spread deliberately with the intention to mislead and/ or
deceive. !! Fake news has been defined as “news articles that are intentionally and verifiably false,
and could mislead readers”, and most researchers follow this definition. '> Cambridge dictionary
defines the term ‘fake news’ as untrue accounts that circulate online or through other media and
seem to be news that are typically made as jokes or to affect political opinions. !* So fake news is
an example of disinformation. In this paper, we use the terms “disinformation” and “fake news”
interchangeably. The word disinformation actually comes from the original Russian word
'dezinformécija'’. The Russian government first began using disinformation as a political tool when
it established, in 1923, a special office for that purpose to distribute false propaganda.
Disinformation did not appear in English dictionaries until the late 1980s, several years after the
United States began responding to an international disinformation campaign involving a fabricated
September 1980 Presidential Review Memorandum on Africa. The phony document claimed that
America supported the system of apartheid in South Africa and persecuted Black Americans,
accusations that U.S. President Jimmy Carter could not let stand. By contrast, disinformation has
a deceitful and malicious grounding. To begin with, it is shared to mislead, even if afterwards it
becomes shared with unknowing intent. Similar to conspiracy theories, manipulated images and
videos or audio clips that have been tampered with, disinformation is spread in the same manner.

Propaganda and disinformation go very closely together. 14

! Peter Hernon, Disinformation and Misinformation through the Internet: Findings of an Exploratory Study, 12
GOV INF Q 133 (1995), https://linkinghub.elsevier.com/retrieve/pii/0740624X95900527 (last visited Aug 31, 2024).
12 Hunt Allcott & Matthew Gentzkow, Social Media and Fake News in the 2016 Election, 31 JOURNAL OF
ECONOMIC PERSPECTIVES 211 (2017), https://pubs.aeaweb.org/doi/10.1257/jep.31.2.211 (last visited Aug 31, 2024).
13 Fake News | Cambridge Dictionary, https://dictionary.cambridge.org/dictionary/english/fake-news (last visited
Sep 1, 2024).

14 Misinformation and Disinformation | Overview, Differences, How It Is Spread, Free Expression, & Al |
Britannica, https://www.britannica.com/topic/misinformation-and-disinformation (last visited Sep 1, 2024).
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No definition of the term 'fake news' can be taken as comprehensive. There is a consensus among
all stakeholders on one clear fact regarding 'fake news' which is that for tackling the menace of its
spread. In the Indian legislations, there is no statutory definition of the term 'fake news' in any of
the existing legal regimes. In criminal law jurisprudence, there must be a definite and specific
interpretation of the term 'fake news' in laws specifically dealing with this subject. Therefore, in

light of this, the term 'fake news' must be defined by the legislature or judiciary in India.

POTENTIAL MENACE OF SOCIAL MEDIA AND ARTIFICIAL INTELLIGENCE:

The corporates saw potential in Information Technology in maximising their profits and as such
the corporates intended to make laws uniform so that free flow of trade continues across all nations.
In the year 1996, this urge of the corporates led the United Nations to form the United Nations
Commission on International Trade Law (UNCITRAL) which adopted the model law on electronic
commerce (e-commerce) to bring homogeneousness in the laws of different countries. India being
a signatory to this model law, the first legislation drafted by the Government of India to regulate
e-commerce was the Electronic Commerce Act of 1998. The Government of India then realised
that there are many facets of information technology which demands regulation as it provided
scope for a new form crime which is cybercrime and so the Act of 1998 was re-drafted as the
Information Technology Bill 1999, and it was passed in May 2000. The Information Technology
Act of 2000 is the primary law in India for e-commerce and cybercrime. Now once again the
corporates are looking at the potential of artificial intelligence (hereinafter referred to as Al) from
the point of view of maximising profits. The corporates have already started integrating Al in their
business models and standard procedures. It is true that today the corporates control the major
critical infrastructures and facilities of modern-day society like health, education, finance,
transportation etc. and so it is very likely that the corporates are going to employ Al in day-to-day
business and for key decision making and prediction processes. The result is that Al is going to
take decisions for the people in key life-impacting moments like whether a student is eligible for
admission or not or whether a loan application is to be approved or not. A normal prudent person

employed to take these decisions are bound to be ethical with some sort of accountability attached
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for taking better decisions. There are also redressal mechanisms available at the disposal of the
aggrieved person and then there are the courts to interpret the law if the rights of the persons are
violated or in the case of disputes. But how to expect these values from artificial intelligence (AI)
and neither there are any redressal mechanisms at the disposal of the aggrieved person, nor the

courts are equipped with any laws to interpret in case of violation of rights or disputes.

With any new technology, a new set of responsibilities arises. When that technology confers great
power, it often starts off a competitive race. In the absence of coordination and cooperation, such
competition tends to end in negative consequences. A very relevant example of this is the infinite
scrolling design pattern, which was invented by an engineer named Aza Raskin in 2006. '° The
infinite scroll was created with the explicit purpose of increasing user engagement. Primarily, the
inventor aimed to help people find what they are looking for more easily. He had no idea that what
he had invented would one day be used to engage people with a continuous scrolling task. The
endless scrolling has got the immense power to keep users hooked and manipulate mindlessness
in droves. Companies like TikTok, Facebook, and Twitter are eyeing the race of holding user
attention. Infinite scroll features have kept users hooked for longer. So, it does give power. The
power to make people scroll mindlessly. So, it becomes a race. If Twitter doesn't do it and then
Facebook does, then Facebook wins. So, it's a race. By the researcher's estimate, people spend a
lot more time on these sites since they are scrolling endlessly and perilously than if they didn't
have access to that technology. Such wastage is estimated to take 200,000 human lifespans daily,
which is disastrous. One such example is the "like" feature on Facebook. The "like" feature was
created by three Facebook engineers namely Andrew Bosworth, Justin Rosenstein, and Leah
Pearlman. '¢ It was meant to help users let their friends know that they had enjoyed something

created by that friend and also bury content with less-liked context on the site. This is a feel-good

15 Ubiquity staff, An Interview with Aza Raskin, 2004 UBIQUITY 1 (2004),
https://dl.acm.org/doi/10.1145/1022356.1022355 (last visited Sep 1, 2024).

16 Harry Halpin, The Hidden History of the Like Button: From Decentralized Data to Semantic Enclosure, 9 SOCIAL
MEDIA AND SOCIETY (2023), https://journals.sagepub.com/doi/10.1177/20563051231195542 (last visited Sep 1,
2024).
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work which was well-intentioned, clever, and people like it. But soon after, people started looking
for "Likes" through addictive behavior, that the number of Likes may turn into proxy for one's
self-worth. Highly engaged users creating and consuming viral content is good for business which
transpires as more users spending more time means more behavioral data, and more behavioral
data means more powerful advertising tech, and that means more revenue, profit, and rising stock
prices. That's power. Now everyone operating in the same space needs to have a Like button and
algorithms promoting virality of fake news, with each racing to find newer ways to increase virality
to grow manipulation of masses. Instagram and the reducing mental health of teenagers, loneliness,
depression, Myanmar tragedy, recent Manipur tragedy, etc. are of the many examples of social

media menace of disinformation.

Humanity’s first contact with Al is with the advent of social media. Social media came with many
promising features such as gives everyone a voice, connect with friends, join likeminded people
and communities etc., but in reality, it delivered information overload, doomscrolling, addiction,
shorten attention span, polarization, cult factories and most importantly fake news. Humanity’s
second contact is when AI’s like ChatGPT were introduced to the general public unfiltered and
without any regulation. Now Al did not simply remain Al and has evolved into Generative Al
which has introduced society with collapse of trust and reality where everything is faked like fake

news and deep fakes.

CAMBRIDGE ANALYTICA SCANDAL AND FAKE NEWS:

The Cambridge Analytica scandal was a turning point in the public consciousness of how to frame
fabricated news and willfully misleading information as tools of societal division and

electioneering, often by way of clandestine relationships with state actors. !” It was in this

17 Marcelo Guerra Martins & Victor Augusto Tateoki, Protection of Personal Data and Democracy: Fake News,
Voter Manipulation and the Case of Cambridge Analytica, 7 REVISTA ELETRONICA DIREITO E SOCIEDADE (REDES)
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revelation that quite sophisticated methods were brought to light concerning how data firms use
personal information, often from social media platforms such as Facebook, to influence public
opinion. This incident brought to the fore how democratic processes were fallible in the face of
unregulated power of mega technology or big tech companies and in-depth data analytics. In April
2010, Facebook released social graphs through its Open Graph API 1.0, making it easier for third-
party applications to retrieve a vast amount of information about users. This was a significant shift
in the digital landscape, where applications were now able to gather personal information of users,
often without explicit consent. Mark Zuckerberg, the creator of Facebook, announced changes to
the social network's privacy policy to give users more control over their information. Yet, the
changes also allowed far-reaching data collection since many users did not realize the extent of the

amount of personal information they were giving up. '

Cambridge Analytica was established in December 2013 as a data analytics company primarily
focused on American political issues. Founded with an investment by Robert Mercer with the
express purpose of using data to manipulate political outcomes, the company eventually recruited
Christopher Wylie, who later became key to blowing the whistle on its activities. The first major
scandal the company was involved in was in May 2014, when it was accused of interfering in the
Indian general elections. It was an event that set a trend, whereby Cambridge Analytica would
feature in numerous high-profile political events around the world. In November 2016, Cambridge
Analytica came into higher prominence with the victory of Donald Trump in the U.S. presidential
election, turning it into an organization entangled in an alleged digital marketing scheme to
manipulate voters with psychological and personality profiles obtained from data accrued from
millions of Facebook users. In May 2017, the same kinds of claims would emerge regarding the

Brexit referendum in the UK, with reports saying Cambridge Analytica had taken a pivotal role in

(2019), https://heinonline.org/HOL/Page?handle=hein.journals/redes7&id=669&div=&collection= (last visited Sep
1,2024).

18 Richard Wilson, Cambridge Analytica, Facebook, and Influence Operations: A Case Study and Anticipatory
Ethical Analysis, EUROPEAN CONFERENCE ON CYBER WARFARE AND SECURITY (2029).
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helping to shape public opinion in one of the most important political events to have taken place
in Britain in modern times. !° Controversy peaked in March 2018, when Christopher Wylie, a
whistleblower, gave a broad set of documents to “The Guardian”, detailing how Cambridge
Analytica works. These revelations then caused the Facebook-Cambridge Analytica data breach,
which gave rise to a number of government investigations. This made for broader concerns about
privacy, the unchecked power of technology companies, and how democracies are easily
manipulated through propaganda. The government of India then served a notice on Facebook over

the data breach as a reflection of wider ramifications of the controversy. 2°

Central to the Cambridge Analytica approach was the improper harvesting of personal information
from many millions of Facebook users. Such information was used to create highly targeted digital
marketing campaigns, designed to exploit the psychological attributes and behaviorally based
predispositions of key voters. The methodology used by the company shows how much data is a
crucial ingredient in the modern world. Data analysis allows organizations to bring out insights
which can foster improved decisions and innovations with substantial financial benefits. Such data
differs from oil, which is a finite commodity. Most importantly, data grows in value when it's
linked and analyzed. This is why it's generally thought that "data is the new oil." 2! Cambridge
Analytica's methodology essentially depended on the identification and reaching out to
"persuadables" which are people who can be persuaded to change their opinions. The company
spent millions trying to find them and then bombarded them with specifically tailored content more
particularly ‘fake news’ on every platform. This was all carefully crafted to alter their perceptions

and behaviors that in turn would influence their electoral decisions. This scandal became the

19 Elena L. Boldyreva*, Natalia Y. Grishina & Yekaterina Duisembina, Cambridge Analytica: Ethics And Online
Manipulation With Decision-Making Process91 (2018),
https://www.europeanproceedings.com/article/10.15405/epsbs.2018.12.02.10 (last visited Sep 1, 2024).

20 Udo Fink & Ines Gillich, Fake News as a Challenge for Journalistic Standards in Modern Democracy, 58
UNIVERSITY OF LOUISVILLE LAW REVIEW (2019),
https://heinonline.org/HOL/Page?handle=hein.journals/branlaj5S8&id=277&div=&collection= (last visited Sep 1,
2024).

2l Charles Kriel, Fake News, Fake Wars, Fake Worlds, 3 DEFENCE STRATEGIC COMMUNICATIONS 171 (2017).
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tipping point regarding how data-driven approaches could influence democratic systems since it
showed that manipulation of personal information can change the course of history. The scandal
of Cambridge Analytica then functions as a precursor to the power of data in the digital era. It
highlights the demand for more rigid regulation and transparency over how personal data is
obtained and used, especially in political campaigns. Because data now starts to eclipse even oil
with respect to value, these are perhaps some very timely lessons from this scandal. A timely
reminder that democratic institutions must be protected against the possible consequence of

manipulation due to large volumes of data interaction.

PRIMARY GAPS AND LIMITATIONS IN THE CURRENT LEGAL AND
REGULATORY FRAMEWORK:

Article 19 of the Constitution of India provides that all citizens shall have freedom of speech and
expression. 22 But time and again the legislature through its legislations and the apex court through
its judgments has established that this right is not absolute but fundamental in nature and comes
under certain restrictions. However, the courts have never stifled or attempted to strangulate
Article 19(1)(a) of the Constitution of India. The Spirit of Article 19(1)(a) shall be ever evolving,
and the reasonable restrictions shall also shift its shape to stay in tune with Article 19(1)(a). The
vision of the Law Makers is to ensure free voice for all and that shall be protected under the
Constitution. The freedom of thought and expression shall be set free and any individual or State
Machinery affected by the views of another shall fetch appropriate remedy available under relevant
Criminal Laws, Cyber Laws and Defamation Laws instead embarking on indirect censorship. The
beauty of democracy lies in the Constitutionally guaranteed freedom and when the State

Machinery themselves starts stifling with litigations, the people lose faith in the democracy.

22 Constitution of India, GAZETTE OF INDIA (1950), http://indiacode.nic.in/handle/123456789/15240 (last visited Sep
1,2024).
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The Indian Penal Code, 1860 although amended multiple times did not include electronic medium
even after the enactment of Information Technology Act, 2000 2% in a series of offences pertaining
to commission of offences though speech in electronic medium. The enactment of the Bharatiya
Nyaya Sanhita, 2023 2* brought several reliefs as it conforms to the present times and has inserted
electronic medium in multiple sections which provides for offence committed though speech.
Section 196 (1) (a) of Bharatiya Nyaya Sanhita, 2023 2° provides that whoever by words, either
spoken or written, or by signs or by visible representations or through electronic communication
or otherwise promotes or even attempts to promote enmity between different groups on grounds
of religion, race, place of birth, residence, language etc. commits an offence. Section 351 of
Bharatiya Nyaya Sanhita, 2023 %° provides that whoever threatens another by any means commits
the offence of criminal intimidation. Section 352 of Bharatiya Nyaya Sanhita, 2023 27 provides
that whoever intentionally insults anyone in any manner giving provocation to any person
intending or knowing that such provocation will cause to break the public peace commits the
offence of intentional insult with intent to provoke breach of peace. Section 353 of Bharatiya
Nyaya Sanhita, 2023 ?® provides that whoever makes, publishes or circulates any statement, false
information, rumor or report including through electronic means commits the offence of statements
conducting public mischief. Section 356 provides that whoever by words either spoken or intended
to be read or by signs or by visible representations makes or publishes anything which defames
another commits the offence of defamation. Moreover, speech that interferes with the

administration of justice is being limited by way of the Contempt of Court Act, 1971. % But after

2 Information Technology Act, 2000, GAZETTE OF INDIA (2000),
https://www.indiacode.nic.in/handle/123456789/1999 (last visited Sep 1, 2024).

24 Bharatiya Nyaya Sanhita, 2023, GAZETTE OF INDIA (2023), http://indiacode.nic.in/handle/123456789/20062 (last
visited Sep 1, 2024).
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2 Contempt of Courts Act, 1971, GAZETTE OF INDIA (1971), http://indiacode.nic.in/handle/123456789/1514 (last
visited Sep 1, 2024).
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analyzing the above provision it is evident that the Bharatiya Nyaya Sanhita, 2023 3° and the
Contempt of Court Act, 1971 does not include the provision relating to criminalizing spread of

‘fake news’ expressly.

The Information Technology Act of 2000, *!' enacted after India gained independence, addresses
e-commerce and certain cybercrimes. Although not directly addressing fake news, Sections 66C,
66D, and the Intermediary Guidelines Rules of 2011 indirectly relate to this issue. Section 66D,
applicable to fake news created using fake accounts, requires intermediaries to exercise due
diligence, a responsibility often neglected. The recent Code of Ethics for Intermediaries, while
aiming to regulate their conduct, fails to specifically define or address fake news. Additionally,
Section 79 provides intermediaries with a blanket exemption from liability, further complicating

the issue.

The Digital Personal Data Protection Act (DPDP) of 2023 has many limitations and loopholes that
do not adequately address the challenges posed by Al and social media in protection against spread
of fake news. The law exempts publicly available data from its scope, which means that Al and
companies using Al can scrape and use such data without any consent or accountability. This could
lead to privacy violations, discrimination, or manipulation of people based on their online
activities, preferences, or identities. >> The law does not define or regulate biometric data, which
is a type of sensitive personal data that includes facial images, fingerprints, iris scans, etc.
Biometric data is often used by Al and facial recognition systems to identify, verify, or authenticate
individuals. However, biometric data is also prone to errors, breaches, or misuse, and can have
serious implications for people’s rights and freedoms. The law does not provide any specific

safeguards or restrictions for the use of Al and facial recognition technologies by law enforcement

30 Bharatiya Nyaya Sanhita, 2023, supra note 22

3! Information Technology Act, 2000, supra note 21

32 Huzaifa Shaikh & Radheshyam Prasad, Vacillating between No Law and Bad Law: An Analysis of the Digital
Personal Data Protection Bill, 2022, 12 NLIU LAW REVIEW (2022),
https://heinonline.org/HOL/Page?handle=hein.journals/nliul2&id=165&div=&collection= (last visited Sep 1,
2024).
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authorities. The law allows such authorities to process personal data for the purposes of prevention,
detection, investigation, or prosecution of any offence, without any judicial oversight or
transparency. This could result in arbitrary or excessive surveillance, profiling, or targeting of
individuals or groups, especially those who are marginalized or vulnerable. 3* The law does not
address the cross-border transfer or sharing of personal data with foreign entities or governments,
which could involve AI and facial recognition technologies. The law leaves the details of such
transfers to the discretion of the central government, which could compromise the data sovereignty
and security of India and its citizens. Another criticism of the Digital Personal Data Protection Act
(DPDP) of 2023 is that it gives the government the power to exempt any state agency from the
provisions of the Act at its discretion. This means that the government can decide which agency
can process personal data without following the rules and safeguards of the Act, such as obtaining
consent, ensuring data quality, or providing data protection impact assessments. Such broad
exemptions can be misused for surveillance and put the interests of the State ahead of the right to

privacy of individuals.

News Broadcasters & Digital Association (NBDA) earlier known as News Broadcasters
Association (NBA) is the representative body for private television news, current affairs and digital
broadcasters based in India. It acts as the unified voice for the said broadcasters by representing
its members' interests and dealing with problems relevant to the changing face of the industry. The
NBDA is entirely self-funded; membership being drawn from leading news and current affairs
broadcasters; there are presently 27 members operating a total of 125 news and current affairs
channels. The NBDA's primary aim is to be an alert and well-informed facilitator between private
broadcasters and the government, representing its membership through advocacy with the
pertinent government agencies and through common action when conditions require it. News

Broadcasting and Digital Standards Authority (NBDSA) is, therefore, the regulatory body under

3 Diya Sarkar & Sudipta De Sarkar, Combatting Deep-Fakes in India — An Analysis of the Evolving Legal
Paradigm and Its Challenges, 15 INDIAN JOURNAL OF LAW AND JUSTICE (2024),
https://ir.nbu.ac.in/handle/123456789/5253 (last visited Sep 1, 2024).
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NBDA, which draws its powers from the Cable Television Networks (Regulation) Act, 1995. 34
The said Act empowers NBDSA with the right and authority to regulate and monitor the content
provided through news channels running in India. For this reason, Section 16 of the said Act
stipulates punishments for any violation of its provisions. The prescribed penalties for a first
offense may include an advisory, censure, warning, or monetary fine of up to twenty thousand
rupees or both. For second and subsequent offenses within three years, the penalties may increase
to an advisory, censure, warning, or a fine up to one lakh rupees, or both, as decided by the

designated officer in accordance with the regulations.

According to reports, the Ministry of Information and Broadcasting (“MIB”) shared a watermarked
draft of the revised Broadcasting Bill, 2024 with selected stakeholders after consultations on the
Broadcasting Services (Regulation) Bill, 2023-or in short, the "Broadcasting Bill, 2023". * These
consultations were by way of private, closed-door meetings, raising questions of transparency and
issues of representation in the legislative process. While there was no official publication of the
Bill by the MIB, unofficial copies were freely available online, and according to reports, digital
content creators will be subject to strict compliance under the 2024 Bill by default. The Bill had
expanded the ambit of falling entities, retained and introduced undefined or ambiguous definitions
of key provisions, and imposed additional burdens on users of online platforms. By mid-August
there were reports that the MIB had asked the "privileged stakeholders" to return physical copies
of the Broadcasting Bill, 2024 "without any feedback" and intimated that the Bill was being
"withdrawn" or "reconsidered." While the MIB issued a statement in response to these reports, it
did not acknowledge that a draft of 2024 existed nor responded to the criticism of stakeholders
regarding the non-transparent nature of the consultations or the substantive changes to the Bill.

While the response from MIB in this RTI application provides certain partial information, the

3 Cable Television Networks (Regulation) Act, GAZETTE OF INDIA (1995),
http://indiacode.nic.in/handle/123456789/1928 (last visited Sep 3, 2024).

35 The Bill That Never Was: The Comeback, Resistance, and Downfall of the Broadcasting Bill,
https://internetfreedom.in/a-broadcasting-summary/ (last visited Sep 1, 2024).

71




LEX LUMEN RESEARCH JOURNAL-ISSN:3048-8702(0)
Volume 1, Issue 4, Pages:53-78, June 2025

existence of a 2024 Bill was not even acknowledged, raising serious concerns about transparency
and accountability in the legislative process, with probable implications on suppression of free
speech and dissent by content creators who have spoken against governmental actions. The agenda

of the Bill was to supress ‘free voice’ instead of ‘fake news’.

LEGAL REFORMS NECESSARY FOR THE PROTECTION OF HUMAN RIGHTS IN
SOCIAL MEDIA SPHERE:

One of the very important issues in social media is accountability for opinions expressed and their
liability. Amongst the many questions on this debate, one very fundamental question relates to
whether social media shapes and influences the induction of beliefs or whether people who have
already been influenced look for content that confirms their belief. However, the discretion of the
individual ultimately remains supreme on what he or she decides to take in. At a deep cognitive
level, individuals often form their opinions by screening available information through subjective
perceptions of truth. Individuals in opinion formation integrate the information provided from the
outside with their internal values and beliefs, thus reaching judgments on everything, ranging from
personal identities to political ideologies and leadership. This "truth", however, is a matter of
subjective construction, which is different for each and every individual due to the uniqueness of
interpretation that reflects in it rather than an objective truth about any situation. The subjectivity
also denotes that opinions cannot be essentially modified by a force external to them. When this
influence of thoughts is not possible, individuals shut off the variance in opinions. This now begs
profound questions into the extent of such behavior-how many views can be silenced, effectively,
that are opposing, and can thoughts of a human mind be really changed? While by rule of law and
policy, speech and expression can be restricted, not one's thought which is the most inviolable
aspect of human experience. Even in criminal law, intent alone not acted upon is not punishable.
Further, the viewers' right to know the opinion of others on the subjects of government policies or
on the functioning of public institutions must be held on equal footing with those in the majority.
Censorship of such content, particularly in the digital era, is enormously devastating in relation to

good governance. Dissenting voices expressed in varied media and languages are sometimes unfair
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or biased, but aggrieved parties may seek legal remedies against identifiable providers of such
content. But then the State has to show judicial restraint when it launches a criminal attack against
its own citizens. Exercising rigid control over the content of social media might result in an
unproductive and endless pursuit and could destroy the very soul of Article 19(1)(a) by giving it a
narrower meaning. A balanced approach is needed that would allow expansion of Article 19(1)(a)
with simultaneous implementation of its effective regulatory mechanism so as not to unduly invade

upon the freedoms guaranteed under the said article.

News was once confined mostly to television networks, radio, and print media, where opinions
were well represented through debates, editorials, columns, and articles. With the advent of social
media, avenues for information consumption have increased, but the cognitive processes of the
consumer remain similar. Public discourse of governance and institutions has been a bedrock of
democratic engagement since time immemorial. Social media today has provided a vast platform
for such discussions. One is free to express oneself in one's own virtual space. So long as such
expressions remain within the four walls of the law, these are protected by Article 19(1)(a) of the
Constitution of India. *® The exponential growth in the readership of such discussions is indicative
of a healthy democracy. It is pertinent to appreciate that new domains of freedom, such as social
media, take time to develop the proper self-regulatory practices and rightful restraints. But this

adjustment period cannot be used as an excuse to deny constitutionally guaranteed freedoms.

Comparatively speaking, to a certain extent, some regulatory mechanisms have been instituted for
traditional media, whereas social media, for all intents and purposes, is still primarily an
unregulated domain and therefore provides greater scope for infractions. This underlines the
imperative of establishing regulatory mechanisms to control the content providers on social media
sites in protecting the rights of others. At the same time, every citizen is also expected to discharge

his or her rights in a responsible manner. Article 51-A of the Indian Constitution prescribes the

36 Constitution of India, supra note 20.
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basic duties of a citizen aimed at creating a mutual sense of coexistence among the people of the
country. Whereas Clause (h) talks of striving for scientific temper, humanism, and the spirit of
inquiry and reform, Clause (e) speaks of promoting harmony and the spirit of common brotherhood
amongst all the people of India, overriding the religious, linguistic, and regional diversities. 3’ In
a democracy as vast as India, social harmony is an essential pre-requisite for progress. Such
harmony can immensely be built when the delivery of one's view or opinions is tempered with
empathy and humanism. The Constitution encourages reasonable expression of views tempered
by scientific temper rather than the wholesale suppression of free speech. Reasonable restrictions
on speech are justified only when such speech directly incites public disorder or threatens national
security. There must be a competition between different streams of thought. The mere expression
of political or ideological dissent should not be equated with incitement to public disorder.
Ultimately, it falls to the legislature and policy-makers to determine what constitutes the threshold
for social media content that incites public disorder. The most normal way of testing this would be
to see whether the material in question had caused a real threat or incitement of such an offense
against public order; this depends upon the particular circumstances of each case, and upon their

weight, which would have to be considered and decided upon.

ROLES AND RESPONSIBILITIES OF VARIOUS STAKEHOLDERS:
Government:

The most important role in controlling disinformation and misinformation within the digital space
rests with the government through a legal and regulatory framework. The role here pertains to the
formulation and enforcement of broad legislation that precisely addresses the issue of
disseminating fake news on the internet. Hence, any such laws must be framed in a very guarded

way, where there is clarity on what actually constitutes disinformation so that the penalty itself

37 Constitution of India, supra note 20.
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would adequately serve as a deterrent against such dangerous games without infringing upon the
constitutional freedom of speech and expression. The balancing act is between protection of public
discourse against the harm caused by disinformation and protection of basic freedoms that are
pivotally essential to the democratic way of life. Besides legal measures, the government has to
invest in nationwide digital literacy campaigns. Such a program would be important in enabling
citizens to make critical judgments about information that they encounter on the internet. Indeed,
digital literacy programs have the potential of weakening the spread of misinformation and its
impact by fostering the capacity of the general public to determine credible sources against false
information. It also builds resilience in people against untruths through educating the public in
spotting and reacting to misinformation, making a society that is more educated and critical
thinking. Government must be very aggressive in engaging with technology companies for content
moderation. The need for public-private partnership in technology development and deployment
is very key in detecting and mitigating disinformation at scale. This can be achieved through close
cooperation with the social media firms so that they remain within the ambit of national laws and
regulations in contributing to the larger aim of ensuring that online information remains sacred.
This is where public policy and technology must coordinate their synergies to create a harmonized,
integrated framework for battling disinformation amidst some very challenging complexities that

are thrown up by the digital age.
Civil Society:

It goes without saying that the task of overcoming the challenges posed by disinformation cannot
be accomplished without Civil Society Organizations (CSOs), because they help promote the
rights of people and communities whose interests are harmed by fake news. Besides raising
awareness about the harm caused by disinformation to the general population, especially the most
vulnerable ones, CSOs will continue to play a very key role in advocating for stricter protections
and higher standards of ethical practice both in government agencies and those of the private
sector. This is to ensure that the voices of the most affected ones by disinformation are heard and
that their rights are respected. Moreover, CSOs are important players in research and monitoring

efforts. Independent studies may be conducted to follow up on the spread of disinformation and
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analyze its impact on society. The information and insights coming out of research may constitute
a valid basis for decisions of policy and well-framed public discourses. Such evidence-based
findings may form the basis for devising strategies to combat disinformation effectively. CSOs are
also actively involved in the community outreach programs for building digital literacy among
people. This includes workshops, seminars, and education programs which help in training
individuals to recognize and counter disinformation. In so doing, they provide an avenue for
creating a better-informed and resilient citizenry who are in a better position to navigate the digital
landscape with heightened awareness and a more critical approach. Such pragmatic steps and
contributions by CSOs will inhibit the propagation of disinformation and building a more informed

society.
Social Media Companies:

Social media companies play a very important role in regulating the flow of disinformation through
their platforms. As digital content hosts, their core role should be to implement strong enough
content moderation policies and enforce them efficiently by identifying and removing false
information. That would involve using both Al and human moderators to rapidly identify and
remove disinformation. Additionally, social media companies have to come up with more complex
algorithms that would be able to reveal deepfakes and other sophisticated forms of disinformation
that are becoming increasingly hard to recognize. Equally critical to any responsible approach to
content moderation are the elements of transparency and accountability. This would lead social
media firms to periodically publish transparency reports, laden with detailed information regarding
the volume and nature of disinformation removed from their platforms. These should be replete
with methods for detection and the results of any appeals by users, proof that their work is open to
scrutiny and public trust. It is the responsibility of social media to provide their users with tools
that would help them become more digitally literate. By incorporating into their platforms features
that allow users to verify the veracity of content-like integrated fact-checking tools or notifications
that show users when information may be misleading-the platforms would be enabling their users

to be more considerate and make better decisions regarding the content they are exposed to. Such
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measures will have the added effect of making social media platforms go a long way toward

reducing the amount of disinformation spread and in building more trust online.
Media Organizations:

Traditional and digital media organizations, though having the commitment for correct reporting,
also have the commitment to fight disinformation. Because they remain one of the more credible
news sources, they should hold the highest standards of journalistic excellence. This means it is
not enough that they provide truthful, balanced news, but proactively look for and try to counter
false information that makes rounds on the internet. The establishment of committed fact-checking
units within newsrooms is a practical step in that direction. Such a unit needs to be equipped to
verify and refute disinformation in as short a time period as possible, particularly during critical
periods of elections or crises where the consequence of falsely spread information has greater
harm. Equally important will be the adherence to ethical journalism. Guidelines for accuracy,
impartiality, and fairness will have to be rigorously followed by media organizations. In this
process, they would be able to foster and maintain public trust in this exercise in minimizing the
effects that disinformation has on society. The media organizations also need to reach out to the
public and induce media literacy. They would be training with the educational institutions and
CSOs on how to discern credible sources of news from propaganda. It is through such efforts that

media organizations can contribute much to making the public better educated and more critical.
CONCLUSION:

The overall spread of disinformation and misinformation through the social media platforms
challenges the very core of democratic values and human rights in the modern digital era. This
study has, over and over, emphasized the strong bearing of false information on vulnerable groups
of minorities and women, whose constitutional rights are gradually being eroded by the uncurbed
dissemination of digital deception. While essential, the legal and regulatory regimes in India have
thus far proved incapable of matching up to the sophistication and ever-evolving nature of
disinformation. This paper has, therefore, argued that a more robust and comprehensive

framework-one which will cover not only the strengthening of legal protection but also a
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collaborative engagement on the part of government agencies, civil society organizations, social
media companies, and media outlets-is required. These results show that the reforms of the law
are very much necessary and need to be worked out in terms of the lacunas in their definition and
the penalties related to disinformation. One cannot underline the role of digital literacy enough.
Preparing the citizenry with critical evaluation capabilities regarding online content is indeed
another important dimension against fighting the spread of false information. Social media, too,
being the key actors in the digital environment, should be made accountable, with full transparency
of practices regarding content moderation in the combat against disinformation. Traditional and
digital media, on the other hand, have to make sure that their journalism is of the best quality while
at the same time engaging actively in fact-checking and educating the public. Such collaborative
endeavors would strengthen the resolve toward a media ecosystem that is credible and less prone

to manipulative use of disinformation.
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